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 W
hile a more principle-based 
approach may allow for 
operational risk management 
and measurement solutions 

that best fits the insurance company, its 
strategic direction and its risk profile, there 
is a risk that operational risk may receive 
less priority than it deserves. it may for 
instance be argued that existing insurance 
risk models already cover operational risk or 
that the capital requirement for operational 
risk is smaller than that for other risks and 
therefore needs less priority. in addition, 
operational risk costs could be seen as part 
of the claim costs. However, one can only 
draw lessons learned and understand the 
financial impact of learning from those 
mistakes when the true costs of operational 
risk are clear.
 operational risk management and mea-
surement in insurance companies becomes 
more effective when the costs for operatio-
nal risk can be distinguished from the total 
costs. Although insurers have historically 
focused on understanding and managing 
investment and underwriting risk, recent 
developments in operational risk manage-

ment, guidelines by the rating agencies and 
the forthcoming Solvency ii regime increase 
insurers’ focus on operational risk. inevita-
bly, insurers have to decide on their appro-
ach to managing operational risk.

Solvency II
Framework
The Solvency ii framework consists of three 
pillars, each covering a different aspect of 
the economic risks facing insurers. This 
three-pillar approach aims to align risk 
management and risk measurement. The 
first pillar relates to the quantitative requi-
rement for insurers to understand the na-
ture of their risk exposure. As such, insurers 
need to hold sufficient regulatory capital to 
ensure that (with a 99.5% probability over a 
one-year period) they are protected against 
adverse events. The second pillar deals with 
the qualitative aspects and sets out require-
ments for the governance and risk manage-
ment of insurers. The third pillar focuses on 
disclosure and transparency requirements 
by seeking to harmonise reporting and pro-
vide insight into insurers’ risk and return 
profiles. 
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CeioPS: operational risk 
is an area that requires 
special attention.

unbundling operatio-
nal risk from the other 
types of risk involved 
in managing and mea-
suring risk may help 
prevent future failures.

operational risk may 
represent the greatest 
threat to insurers.

Recent developments in operational 
risk management, guidelines by the 
rating agencies and the forthcoming 
Solvency II regime increase 

insurers’ focus on operational 
risk. Insurers consequently have 
to decide on their approach to 
managing operational risk. 
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SII attention points
Solvency ii (Sii) is the updated set of regula-
tory requirements for insurance companies 
operating in the european union. it revises 
the existing capital adequacy regime and is 
expected to come into force in 2012. in table 
1 we have summarized a number of atten-
tion points in Sii. 
 The Sii framework is relatively principle 
based, i.e. less prescriptive than Basel ii. the 
introduction of a Solvency Capital requi-
rement (SCr) in addition to a Minimal Ca-
pital requirement (MCr) allows for earlier 
regulatory intervention.. understanding 
operational risk is increasingly important 
for insurance companies and in particular 
the relationship between  risk management 
and measurement. To calculate regulatory 
capital, insurers can use a standard formula 
or an internal model. Although the standard 
formula allows diversification, it  does 
not allow for any diversification benefits 
between operational risk and other types of 
risk. This may  encourage insurance com-

panies to treat operational risk as a separate 
problem, unrelated to the chosen business 
mix or direction. Futhermore, the standard 
formula may not be sufficiently conserva-
tive. operational risk calculations based on 
internal models will need to pass the fol-
lowing seven tests: data, statistical quality, 
calibration, validation, profit and loss attri-
bution, documentation and use. Although 
insurers who seek greater insight in their 
operational risk can choose the internal mo-
del approach, Sii may not provide sufficient 
incentive for using them. The challenge for 
many insurers will be to develop an internal 
model that can appropriately reflect the 
business and risk management decisions of 
management. This is more important than 
having a model is technically very sophisti-
cated. 

SII expected benefits
Solvency ii has a number of expected be-
nefits, both for insurers and consumers. 
Although the most obvious benefit seems 

to be preventing catastrophic losses, other 
less obvious benefits which are considered 
to be important are summarised in table 2. 
From an insurer’s perspective, Sii can help 
to better meet long-term expectations of 
policyholders. Although there are some is-
sues  Sii can enable better insight in risk and 
cost drivers through a stronger relationship 
between risk management and measure-
ment.. From a consumer perspective it can 
be argued that reducing the risk of failure 
is important to guarantee the insurance 
policy (also see section: examples of insurer 
company failure). Further, when insurers 
are able to improve their risk management 
it can lead to a more transparent range of 
products, better matching  the consumer’s 
needs and a decrease of costs.
 These expected benefits, make Sii an 
increasingly important issue for insurers. 
not surprisingly, solvency has evolved into 
an academic discipline of its own and much 
of its literature is aimed at the quantitative 
requirements. despite the progress made in 
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Sii, the next section indicates that insurers 
will also encounter a number of difficulties 
and challenges in operational risk before 
they can utilise these expected benefits.

Operational risk
over the past few decades many insurers 
have capitalised on the market and have 
developed new business services for their 
clients. on the other hand, the operational 
risk that these insurers face have become 
more complex, more potentially devastating 
and more difficult to anticipate. Although 
operational risk may not require the largest 
percentage of the solvency capital require-
ment it is possibly the largest threat to the 
solvency of insurers. This is because it is a 
relatively new risk and it has been identified 
as a separate risk category in Solvency ii. 
Moreover, the committee of european insu-
rance and occupational Pensions Supervi-
sors (CeioPS) argue that operational risk is 
an area that requires special attention. 
operational risk is defined as the capital 
charge for ‘the risk of loss arising from 
inadequate or failed internal processes, 
people, systems or external events’. This 
definition is based on the underlying cau-
ses of such risks and seeks to identify why 
an operational risk loss happened. it also 
indicates that operational risk losses result 
from complex and non-linear interactions 
between risk and business processes. 

Several studies in different countries have 
attributed insurance company failure to 
under-reserving, under-pricing, under-
supervised delegating of underwriting 
authority, rapid expansion into unfamiliar 
markets, reckless management, abuse of 
reinsurance, shortcomings in internal 
controls and a lack of segregation of duties. 
unbundling operational risk from other risk 
types in risk management and risk measu-
rement can help prevent future incidents 
and failures. This holds true for smaller and 
larger losses. often, larger losses are the cu-
mulative effect of a number of smaller los-
ses. in other words, they can be the result of 
the bad practices that flourish in excellent 
economic circumstances, when the empha-
sis is on managing the business rather than 
operational risks.

Examples of large incidents and failures
insurance company failures in which 
operational risk played a significant role 
include:
•	 The near-collapse of equitable life insu-

rance Society in the uK, which resulted 
from of a culture of manipulation and 
concealment, where the insurer failed to 
communicate details of its finances to 
policyholders or regulators.

•	 The failure of HiH insurance, which 
resulted from the dissemination of false 
information, money being obtained by 

false or misleading statements and in-
tentional dishonesty).

•	 American international group (Aig) and 
Marsh, where the Ceos were forced from 
office following allegations of bid-rig-
ging. Bid rigging, which involves two or 
more competitors arranging non-compe-
titive bids, is illegal in most countries.

•	 delta lloyd, ASr verzekeringen, SnS 
reaal and nationale nederlanden (the 
netherlands) agreed to compensate hol-
ders of unit-linked insurance policies for 
the lack of transparency in the product 
cost structures. For more details see 
www.veb.net.

The above examples illustrate that such 
losses are not isolated incidents in the in-
surance industry. if not properly managed 
they can occur with some regularity. given 
the high-profile events, insurers need to be 
increasingly aware of the commercial sig-
nificance of operational risk. The large loss 
events mentioned above can be classified 
into operational risk categories. This is not 
an easy task because operational risk opera-
tional risk losses result from complex and 
non-linear interactions between risk and 
business processes. Table 3 presents several 
examples of operational risk categories and 
insurer exposure.

The forthcoming Solvency ii regime will 
present a number of difficulties and chal-

Table 1. Solvency II
The scope of Solvency II European Union
Principle based or rule based Relatively principle based
Capital requirements Solvency capital requirement and the minimum capital requirement
Risk management / measurement Emphasizes relationship between risk management and measurement
Diversification Diversification between operational risk and other risk types is allowed
Approach to calculate regulatory capital Standard model or an internal model approach
Partial use of internal models Is allowed depending on where internal models add the most value

  

Table 2. SII expected benefits
Insurer Consumer
Can better meet the long-term expectation of  policyholders Reduced risk of failure or default by an insurer
Allows principle based internal risk and capital assessment models Risk more accurately reflected in the costs of  

insurance and investment contracts
Enhanced insight in risk and cost drivers through a closer relationship 
between management and measurement.

More transparent products  

Increased confidence in the financial stability of the insurer Better match between products and individual requirements
Provides supervisors with early warning so that they can intervene 
promptly if capital falls below the required level
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lenges for the operational risk management 
activities of insurers.

Difficulties and challenges in insurers’ operatio-
nal risk management 
insurers have not historically gathered 
operational risk data across their range of 
activities. As a result, the major difficulties 
and challenges that insurers face are closely 
related to the identification and estimation 
of the level of exposure to operational risk. 
A distinction can be made between internal 
and external loss data, risk self-assessment, 
supporting techniques, tools and gover-
nance. See table 3 for an overview.

loss data form the basis for measuring 
operational risk. Although internal loss data 
are considered the most important source of 
information, they are generally insufficient 
because of a lack and the often poor quality 
of such data. insurers can overcome these 
problems by supplementing their internal 
loss data with external loss data from con-
sortia such as orX, oriC and several com-
mercial database providers. using external 
loss data raises a number of methodological 
issues, including the problems of reliability, 

consistency and aggregation. Consequently, 
insurers need to develop a documented dis-
ciplined approach and improve the quality 
of their data and data-gathering techniques.
risk self-assessment (scenario analysis) can 
be an extremely useful way to overcome 
the problems of internal and external loss 
data. it can be used in situations in which 
it is impossible to construct a probability 
distribution, whether for reasons of cost or 
because of technical difficulties, internal 
and external data issues, regulatory requi-
rements or the uniqueness of a situation. it 
also enables insurers to capture risks that 
relate, for example, to new technology and 
products as these risks are not likely to be 
captured by historic loss data. However, cur-
rent scenario analysis methods are often too 
complex, not used consistently throughout 
a group and do not take adequate account 
of the insurer’s strategic direction, business 
environment and appetite for risk.
 The techniques and tools that insurers 
use to support risk self-assessments are 
often ineffective, inefficient and not suc-
cessfully implemented. research indicates 
that 19.5% of current practices are often not 
shared within the group, while 22% of res-

pondents are dissatisfied and 11% very dissa-
tisfied with the quality of their information 
technology support services. Another ques-
tion that can be raised is the governance of 
risk management. How, for example, are the 
risk and actuarial departments aligned?

Lessons learned for the insurer
in this article we discussed operational risk 
in the context of Solvency ii. operational 
risk is possibly the largest threat to insurers. 
This is because operational risk losses result 
from complex and non-linear interactions 
between risk and business processes. un-
bundling operational risk from the other 
types of risk in risk management and risk 
measurement can help prevent future failu-
res for insurers. Sii is on track to put greater 
emphasis on the link between risk manage-
ment and risk measurement of operational 
risk. We have addressed the most important 
difficulties and challenges in operational 
risk management: loss data, risk manage-
ment, tools, techniques and governance. 
Those insurers able to ensure an effective 
response to these major difficulties and 
challenges are expected to achieve a signifi-
cant competitive advantage.  

Table 3. Operational risk categories and insurer exposure
Operational risk category Example of insurer exposure
Internal fraud Employee theft, claim fabrication
External fraud Claim fraud, falsifying application information
Employment practices and workplace safety Repetitive stress, discrimination
Clients, products and business practices Client privacy, bad faith, redlining
Damage to physical assets Physical damage to own office, own automobile fleets
Business disruption and system failures Processing centre downtime, system interruptions

Table 4. Difficulties and challenges concerning operational risk at insurers
Loss data Risk self-assessment Techniques, tools, governance
Lack of internal loss data Risk self-assessment process is labour-

intensive
Biases of interviewees are not understood

Quality of internal loss data Static view of risk self-assessments Chasing changing loss data
Applicability of internal loss data Inconsistent use of risk self-assessments Techniques and tools are not shared in the 

insurance firm
Aggregation of internal loss data Quality of results Techniques have a bad fit with tools
Reliability of external loss data Subjectivity of results Coordination of large data volumes
Consistency of external loss data Assessments are only refreshed annually Linkage between qualitative approaches 

and scenario analysis used
Applicability of external loss data Approaches tend to focus on expected losses Governance of risk department versus 

actuarial department 
Aggregation of external loss data Low-frequency, high-impact assessments 

can be arbitrary, resulting in significant over 
or understatement of solvency and economic 
capital requirements. 

Key risk indicators do not link back  
to causal factors identified


